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The	
  planning	
  problem	
  

Ini+al	
  state	
  

Goal	
  state	
  

?	
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The	
  solu+on	
  –	
  the	
  plan	
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The	
  planning	
  problem	
  -­‐	
  origins	
  

•  First	
  formaliza,on	
  and	
  use:	
  
	
  
Richard	
  E.	
  Fikes,	
  Nils	
  J.	
  Nilsson.	
  "STRIPS:	
  A	
  
New	
  Approach	
  to	
  the	
  Applica,on	
  of	
  
Theorem	
  Proving	
  to	
  Problem	
  Solving”.	
  
Ar,ficial	
  Intelligence	
  2	
  (3–4):	
  189–208,	
  
1971,	
  doi:10.1016/0004-­‐3702(71)90010-­‐5	
  

•  Shakey	
  the	
  Robot,	
  1966-­‐1972,	
  
SRI	
  Interna,onal	
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Defini+on	
  of	
  a	
  planning	
  problem	
  

•  A	
  planning	
  problem	
  is	
  a	
  tuple	
  (I,	
  G,	
  A)	
  where	
  
–  I	
  is	
  a	
  descrip,on	
  of	
  the	
  ini,al	
  state	
  
– G	
  is	
  the	
  goal	
  state	
  
–  and	
  A	
  is	
  the	
  set	
  of	
  ac,ons	
  comprising	
  an	
  ac,on	
  name,	
  
a	
  precondi0on	
  under	
  which	
  an	
  ac,on	
  can	
  be	
  applied	
  
and	
  its	
  effects.	
  

•  A	
  solu,on	
  of	
  a	
  planning	
  problem	
  is	
  a	
  sequence	
  of	
  
ac,ons	
  leading	
  from	
  the	
  ini,al	
  state	
  to	
  the	
  goal	
  
state.	
  

Tarot	
  2015,	
  Cádiz,	
  Spain	
   6	
  



Notes	
  

•  I,	
  G,	
  A	
  are	
  usually	
  described	
  in	
  a	
  formal	
  
language,	
  i.e.,	
  proposi,onal	
  or	
  first-­‐order	
  
logic.	
  

•  In	
  STRIPS:	
  
–  I	
  is	
  a	
  set	
  of	
  ground	
  literals	
  
– G	
  is	
  a	
  conjunc,on	
  of	
  literals	
  
– A	
  has	
  conjunc,ve	
  precondi,on	
  and	
  effect	
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Notes	
  (cont.)	
  
•  Restric,ng	
  assump,ons:	
  

–  Atomic	
  ,me	
  
–  No	
  exogenous	
  events	
  
–  Determinis,c	
  ac,on	
  effects	
  
–  Omni-­‐science	
  on	
  part	
  of	
  the	
  agent	
  

•  The	
  Closed	
  World	
  Assump.on	
  states,	
  that	
  if	
  a	
  term	
  can	
  not	
  be	
  proven	
  to	
  be	
  true,	
  
it	
  can	
  be	
  considered	
  false.	
  If	
  a	
  planner	
  uses	
  the	
  Closed	
  World	
  Assump,on	
  only	
  
terms	
  need	
  to	
  be	
  given	
  that	
  are	
  true	
  in	
  the	
  current	
  state.	
  This	
  reduces	
  the	
  amount	
  
of	
  statements	
  within	
  planning	
  domain	
  descrip,ons.	
  

•  The	
  Frame	
  Problem	
  describes	
  the	
  problem	
  that	
  machines	
  do	
  not	
  know	
  which	
  
condi,ons	
  change	
  if	
  they	
  are	
  not	
  explicitly	
  stated.	
  Planner	
  and	
  similar	
  technologies	
  
have	
  to	
  know	
  how	
  to	
  deal	
  with	
  unconstrained	
  variables	
  in	
  order	
  to	
  calculate	
  the	
  
next	
  state.	
  A	
  very	
  common	
  interpreta,on	
  therefore	
  is,	
  that	
  all	
  unconstrained	
  
variables	
  keep	
  their	
  value	
  and	
  all	
  state	
  updates	
  have	
  to	
  be	
  explicitly	
  stated	
  in	
  the	
  
specifica,on	
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•  How	
  to	
  combine	
  tes,ng	
  and	
  planning?	
  

•  Use	
  specifica,on	
  knowledge!	
  

•  Example:	
  Stack	
  implementa,on	
  in	
  Java	
  with	
  
pre	
  and	
  post	
  condi,ons	
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Class	
  Stack	
  
1.  @Model(name="mSize",	
  type="int")	
  
2.  @Invariant("size()>=0")	
  
3.  class	
  Stack	
  {	
  
4.  	
  	
  	
  	
  private	
  int	
  size_;	
  

5.  	
  	
  	
  @Post("mSize=@Old(mSize)+1")	
  
6.  	
  	
  	
  void	
  push(double	
  elem)	
  {	
  ...	
  }	
  

7.  	
  	
  	
  	
  @Pre("size()>0")	
  
8.  	
  	
  	
  @Post("size()=@Old(size())-­‐1")	
  
9.  	
  	
  	
  	
  void	
  pop()	
  {	
  ...	
  }	
  

10.  	
  	
  	
  @Pure	
  
11.  	
  	
  	
  @Post("@Return=mSize	
  ^	
  @Return>=0")	
  
12.  	
  	
  	
  int	
  size()	
  {	
  ...	
  }	
  
13.  	
  	
  	
  …...	
  
14.  }	
  

Pre	
  condi,on	
  

Post	
  condi,on	
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Conversion	
  to	
  planning	
  problem	
  
1.  @Model(name="mSize",	
  type="int")	
  
2.  @Invariant("size()>=0")	
  
3.  class	
  Stack	
  {	
  
4.  	
  	
  	
  	
  private	
  int	
  size_;	
  

5.  	
  	
  	
  @Post("mSize=@Old(mSize)+1")	
  
6.  	
  	
  	
  void	
  push(double	
  elem)	
  {	
  ...	
  }	
  

7.  	
  	
  	
  	
  @Pre("size()>0")	
  
8.  	
  	
  	
  @Post("size()=@Old(size())-­‐1")	
  
9.  	
  	
  	
  	
  void	
  pop()	
  {	
  ...	
  }	
  

10.  	
  	
  	
  @Pure	
  
11.  	
  	
  	
  @Post("@Return=mSize	
  ^	
  @Return>=0")	
  
12.  	
  	
  	
  int	
  size()	
  {	
  ...	
  }	
  
13.  	
  	
  	
  …...	
  
14.  }	
  

	
  (:ac,on	
  java_u,l_stack	
  
	
  :precondi,on	
  (not	
  (stack_instan,ated))	
  
	
  :effect	
  (and	
  (stack_instan,ated)	
  	
  
	
   	
   	
  	
  	
  	
  	
  (assign	
  (size)	
  0.0)))	
  

	
  
(:ac,on	
  push_int	
  

	
  :precondi,on	
  (stack_instan,ated)	
  
	
  :effect	
  (increase	
  (size)	
  1.0))	
  

	
  
(:ac,on	
  pop	
  

	
  :precondi,on	
  (and	
  	
  (stack_instan,ated)	
  	
  
	
   	
   	
   	
   	
  (>	
  (size)	
  0.0))	
  
	
  :effect	
  (decrease	
  (size)	
  1.0))	
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Example	
  (cont.)	
  

•  Let	
  us	
  create	
  a	
  stack	
  of	
  size	
  2!	
  

•  I:	
   	
  (:init	
  (=	
  (size)	
  -­‐1.0))	
  
•  G: 	
  (:goal	
  (and	
  (=	
  (size)	
  2.0	
  )))	
  

•  Results	
  in	
  plan:	
  
–  0:	
  JAVA_UTIL_STACK	
  
–  1:	
  PUSH_INT	
  
–  2:	
  PUSH_INT	
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Important	
  to	
  know:	
  

•  Planning	
  domain	
  (=	
  ac,on	
  defini,ons)	
  can	
  be	
  
obtained	
  automa,cally	
  from	
  the	
  source	
  code!	
  
	
  
–  Stefan	
  J.	
  Galler,	
  Automa,c	
  Object	
  Type	
  Test	
  Input	
  Data	
  Genera,on	
  for	
  

Java	
  Programs	
  based	
  on	
  Design	
  by	
  Contract	
  Specifica,on,	
  Ph.D.	
  Thesis,	
  
TU	
  Graz,	
  2011	
  

•  Planning	
  problem	
  (I,	
  G,A)	
  has	
  to	
  be	
  stated	
  in	
  
order	
  to	
  get	
  the	
  required	
  test	
  data!	
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SECURITY	
  TESTING	
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Are	
  we	
  safe?	
  



Die	
  Presse,	
  14.	
  August	
  2012	
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But	
  cars	
  are	
  safe!	
  



Popular	
  Mechanics,	
  2010	
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Informa,on	
  Week,	
  2010	
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Informa,on	
  Week,	
  2011	
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Ok!	
  But	
  our	
  infrastructure	
  
is	
  safe!?	
  



Die	
  Presse,	
  22.	
  August	
  2011	
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•  There	
  are	
  much	
  more	
  examples!	
  

•  What	
  are	
  the	
  consequences?	
  

•  How	
  can	
  we	
  ensure	
  security?	
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A	
  SIMPLE	
  EXAMPLE	
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A	
  simple	
  example	
  

•  Given:	
  
– Web	
  page	
  providing	
  the	
  user	
  name	
  as	
  argument	
  
– Server	
  side	
  script	
  

Tarot	
  2015,	
  Cádiz,	
  Spain	
   27	
  



$username = $ARGV;
system(“cat /logs/$username“ . “.log“);

<form action=“test.cgi“ method=GET>
<input maxlength=10 type=“input“  

name=“ARGV“>Username</input>
</form>

HTML	
  page	
  content	
  (Client):	
  

Script	
  test.cgi	
  (Server):	
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HTML	
  page	
  sends	
  content:	
  
http://to_server/test.cgi?username=Mary

But	
  maybe	
  also	
  
http://to_server/test.cgi?
username=TOO_LONG_FOR_A_USERNAME
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We	
  might	
  also	
  use	
  this	
  to	
  submit	
  other	
  parameters	
  like:	
  

../etc/passwd

or	
  
Mary.log; rm –rf /; cat blah

$username = “../etc/passwd“;
system(“cat /logs/$username“ . “.log“);

$username = “Mary.log; rm –rf /; cat blah“;
system(“cat /logs/$username“ . “.log“);
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So	
  why	
  is	
  this	
  possible?	
  

•  Trus,ng	
  the	
  user	
  input	
  
•  No	
  check	
  for	
  invalide	
  arguments	
  
•  Access	
  to	
  OS	
  /	
  system	
  calls	
  via	
  script	
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THE	
  (REAL)	
  ORIGINS	
  OF	
  THE	
  
PROBLEM	
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The	
  trinity	
  (of	
  trouble)	
  

• Complexity	
  

• Extensibility	
  

• Connec0vity	
  
Russian	
  icon	
  of	
  the	
  Old	
  Testament	
  Trinity	
  by	
  Andrey	
  Rublev,	
  
between	
  1408-­‐25	
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Complexity	
  

•  Solaris	
  7:	
  400,000	
  LoC	
  
•  Linux:	
  1.5	
  Mio	
  LoC	
  
•  Windows	
  95:	
  <	
  5	
  Mio	
  LoC	
  
•  Windows	
  XP:	
  40	
  Mio	
  LoC	
  

•  More	
  LoC	
  lead	
  to	
  more	
  bugs!!!	
  

•  More	
  vulnerabili+es!	
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Consequences	
  of	
  complexity	
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Consequences	
  of	
  complexity	
  

•  So3ware	
  Engineering	
  Ins,tute:	
  Research	
  outline,	
  
http://www.sei.cmu.edu/tsp/research/
index.html:	
  	
  
	
  
"The	
  security	
  of	
  a	
  so<ware-­‐intensive	
  system	
  is	
  directly	
  
related	
  to	
  the	
  quality	
  of	
  its	
  so<ware”.	
  	
  

•  Over	
  90%	
  of	
  so3ware	
  security	
  incidents	
  are	
  caused	
  by	
  
a|ackers	
  exploi,ng	
  known	
  so3ware	
  defects.	
  	
  

•  An	
  analysis	
  of	
  45	
  e-­‐business	
  applica,ons	
  showed	
  that	
  
70%	
  of	
  security	
  defects	
  were	
  design	
  defects.	
  	
  

Tarot	
  2015,	
  Cádiz,	
  Spain	
   36	
  



Extensibility	
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Connec+vity	
  

Tarot	
  2015,	
  Cádiz,	
  Spain	
   38	
  



How	
  to	
  avoid	
  trouble?	
  

•  Greg	
  Hoglund	
  and	
  Gary	
  McGraw,	
  Exploi,ng	
  
So3ware	
  –	
  How	
  to	
  break	
  code,	
  Addison-­‐
Wesley,	
  2008.	
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In	
  order	
  to	
  avoid	
  trouble...	
  

•  We	
  have	
  to	
  use	
  engineering	
  principles!	
  
– Learn	
  from	
  the	
  past	
  
– Avoid	
  making	
  faults	
  twice	
  
– Verify	
  your	
  results	
  

•  Test	
  your	
  so3ware	
  carefully	
  
•  Test	
  the	
  whole	
  system	
  carefully	
  
• Add	
  tests	
  that	
  check	
  for	
  security	
  issues	
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However...	
  

•  There	
  is	
  always	
  the	
  (infinite)	
  game	
  
A|ackers	
  vs.	
  Defenders!!!!	
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Some	
  nota+ons	
  

•  Vulnerability:	
  „A	
  problem	
  that	
  can	
  be	
  
exploited	
  by	
  an	
  a|acker“	
  
– Bugs	
  (implementa,on	
  specific)	
  
– Flaws	
  (design,...)	
  

•  A	
  vulnerability	
  may	
  never	
  be	
  exploited!	
  
•  Exploita,ons	
  may	
  depend	
  on	
  the	
  whole	
  
system‘s	
  architecture	
  (e.g.	
  use	
  of	
  firewalls,..)	
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Some	
  nota+ons	
  (cont.)	
  

•  Risk:	
  „Captures	
  the	
  probability	
  that	
  a	
  
vulnerability	
  will	
  be	
  exploited.“	
  

•  A|ack	
  pa|ern:	
  „..is	
  a	
  blueprint	
  for	
  exploi,ng	
  a	
  
so3ware	
  vulnerability.“	
  

•  Exploit:	
  „Instance	
  of	
  an	
  a|ack	
  pa|ern.“	
  
•  A|ack:	
  „Act	
  of	
  carrying	
  out	
  an	
  exploit.“	
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A_ack	
  pa_erns	
  

•  See	
  for	
  example:	
  http://capec.mitre.org/ 

•  Or: https://buildsecurityin.us-cert.gov/
bsi/articles/knowledge/attack.html
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Security	
  tes+ng	
  &	
  planning	
  

•  Every	
  a|ack	
  (pa|ern)	
  comprises	
  
– a	
  sequence	
  of	
  ac,ons	
  

•  When	
  specifying	
  ac,ons,	
  the	
  ini,al	
  state,	
  and	
  
the	
  goal	
  state	
  we	
  come	
  up	
  with	
  a	
  planning	
  
problem!	
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TESTING AS A PLANNING 
PROBLEM	
  

	
  

Josip	
  Bozic	
  and	
  Franz	
  Wotawa	
  

46	
  

46	
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Introduc+on	
  

•  Common	
  vulnerabili,es	
  in	
  web	
  applica,ons	
  
represent	
  a	
  	
  major	
  challenge	
  in	
  security	
  tes,ng	
  [1].	
  

•  Several	
  scanners	
  and	
  manual	
  tes,ng	
  tools	
  are	
  
available.	
  

•  Previously	
  depic,on	
  of	
  a|acks	
  as	
  pa|erns	
  [2,	
  3].	
  
•  Represent	
  an	
  a|ack	
  as	
  a	
  sequence	
  of	
  ac,ons.	
  	
  
•  Tes,ng	
  as	
  a	
  planning	
  problem	
  [4].	
  
•  Automated	
  tes,ng	
  approach	
  for	
  finding	
  
vulnerabili,es	
  without	
  or	
  at	
  least	
  with	
  li|le	
  user	
  
interac,ons.	
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Introduc+on	
  

•  Introducing	
  a	
  method	
  that	
  is	
  based	
  on	
  planning	
  for	
  
compu,ng	
  test	
  cases	
  where	
  a	
  test	
  case	
  is	
  a	
  sequence	
  
of	
  interac,ons	
  with	
  the	
  web	
  applica,on	
  under	
  test.	
  

•  A|ack	
  is	
  nothing	
  else	
  than	
  finding	
  an	
  interac,on	
  
sequence	
  that	
  finally	
  leads	
  to	
  a	
  situa,on	
  where	
  we	
  
can	
  exploit	
  a	
  vulnerability.	
  

•  Every	
  request	
  of	
  an	
  a|acker	
  can	
  be	
  seen	
  as	
  poten,al	
  
ac,on	
  having	
  a	
  precondi,on	
  and	
  an	
  effect.	
  

•  Algorithm	
  that	
  makes	
  use	
  of	
  a	
  planner	
  for	
  genera,ng	
  
test	
  cases.	
  

48	
  Tarot	
  2015,	
  Cádiz,	
  Spain	
  



Security	
  Tes+ng	
  via	
  Planning	
  

•  Planners	
  generate	
  ac,on	
  sequences	
  that	
  lead	
  a	
  
system	
  from	
  the	
  ini,al	
  state	
  into	
  a	
  goal	
  state.	
  

•  Plans	
  instruct	
  the	
  system	
  what	
  to	
  do	
  in	
  each	
  step.	
  	
  
•  Considering	
  that	
  the	
  environment	
  does	
  not	
  change	
  
during	
  plan	
  execu,on.	
  

•  In	
  security	
  tes,ng:	
  Plan	
  for	
  tes,ng	
  web	
  applica,ons	
  
against	
  SQL	
  injec,on	
  (SQLI)	
  and	
  reflected	
  and	
  stored	
  
cross-­‐site	
  scrip,ng	
  (XSS).	
  

•  Test	
  case	
  genera,on	
  problem	
  as	
  a	
  planning	
  problem.	
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Security	
  Tes+ng	
  via	
  Planning	
  

Defini+on	
  1.	
  A	
  tuple	
  (I,G,A)	
  is	
  a	
  planning	
  problem,	
  
where	
  I	
  is	
  the	
  ini0al	
  state,	
  G	
  is	
  the	
  goal	
  state,	
  and	
  A	
  is	
  a	
  
set	
  of	
  ac0ons,	
  each	
  of	
  them	
  comprising	
  a	
  pre	
  condi0on	
  
and	
  an	
  effect	
  (or	
  post	
  condi0on).	
  For	
  simplicity,	
  we	
  
assume	
  that	
  each	
  state	
  is	
  given	
  as	
  a	
  set	
  of	
  (first	
  order	
  
logic)	
  predicates	
  that	
  are	
  valid	
  within	
  this	
  state.	
  We	
  
also	
  assume	
  that	
  the	
  precondi0ons	
  and	
  the	
  effects	
  of	
  
an	
  ac0on	
  ai	
  from	
  A	
  can	
  be	
  accessed	
  via	
  a	
  func0on	
  
pre(ai)	
  and	
  eff(ai)	
  respec0vely.	
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Security	
  Tes+ng	
  via	
  Planning	
  

•  considers	
  the	
  currently	
  available	
  informa,on	
  of	
  a	
  web	
  
applica,on	
  (URL,	
  parameters	
  etc.).	
  

•  specifies	
  what	
  to	
  expect	
  from	
  the	
  SUT	
  in	
  case	
  of	
  a	
  
detected	
  vulnerability.	
  

•  An	
  ac,on	
  a	
  from	
  A	
  can	
  be	
  executed	
  in	
  a	
  state	
  si	
  	
  if	
  and	
  
only	
  if	
  its	
  precondi,on	
  pre(a)	
  is	
  fulfilled	
  in	
  si.	
  Then	
  new	
  
state	
  si+1	
  becomes	
  ac,ve	
  where	
  eff(a)	
  holds.	
  

Defini+on	
  2.	
  A	
  solu0on	
  to	
  the	
  planning	
  problem	
  (I,G,A	
  )	
  is	
  a	
  
sequence	
  of	
  ac0ons	
  a1	
  to	
  an	
  in	
  A	
  such	
  that:	
  

	
   	
   	
   	
  	
  I	
  a1	
  S1	
  a2	
  S2	
  …	
  Sn-­‐1	
  an	
  G	
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Security	
  Tes+ng	
  via	
  Planning	
  

Planning	
  Domain	
  Defini,on	
  Language	
  (PDDL):	
  
•  Domain	
  file:	
  ac,ons	
  that	
  are	
  problem	
  independent.	
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Security	
  Tes+ng	
  via	
  Planning	
  

•  Domain	
  file	
  –	
  ac,ons:	
  list	
  of	
  parameters	
  and	
  
precondi,ons	
  with	
  the	
  resul,ng	
  effects.	
  

	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

53	
  Tarot	
  2015,	
  Cádiz,	
  Spain	
  



Security	
  Tes+ng	
  via	
  Planning	
  

•  Problem	
  file:	
  applica,on-­‐specific	
  values.	
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Security	
  Tes+ng	
  via	
  Planning	
  

•  In	
  case	
  the	
  ini,al	
  values	
  sa,sfy	
  a	
  specific	
  
precondi,on	
  from	
  some	
  ac,on,	
  this	
  ac,on	
  is	
  put	
  on	
  
top	
  of	
  the	
  planner.	
  

•  During	
  execu,on:	
  ac,on	
  effects	
  might	
  change	
  values,	
  
which	
  leads	
  to	
  the	
  sa,sfac,on	
  of	
  precondi,ons	
  from	
  
some	
  other	
  ac,on.	
  

•  The	
  ac,on	
  genera,on	
  con,nues	
  as	
  long	
  the	
  specified	
  
goal	
  is	
  not	
  reached,	
  thus	
  genera,ng	
  a	
  new	
  plan.	
  	
  

•  Otherwise:	
  problem	
  is	
  considered	
  improvable.	
  
•  Generated	
  plan:	
  abstract	
  test	
  case.	
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Security	
  Tes+ng	
  via	
  Planning	
  

•  Concre,za,on	
  with	
  parser	
  from	
  JavaFF	
  [5]:	
  each	
  
abstract	
  ac,on	
  has	
  its	
  concrete	
  counterpart	
  as	
  a	
  Java	
  
method.	
  

•  Communica,on	
  with	
  SUT:	
  H_pClient	
  [6]	
  for	
  crea,ng	
  
and	
  reading	
  of	
  HTTP	
  messages.	
  Response	
  parsing	
  
with	
  jsoup	
  [7].	
  

•  Automated	
  detec,on	
  mechanisms	
  for	
  SQLI	
  and	
  XSS.	
  	
  
•  Bypass	
  communica,on	
  via	
  browser	
  and	
  escape	
  
applica,on	
  specific	
  constraints.	
  

•  Crawler4j	
  [8]:	
  An	
  open	
  source	
  Web	
  crawler	
  for	
  Java.	
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PLAN4SEC	
  

•  Implementa,on	
  of	
  an	
  algorithm:	
  PLAN4SEC.	
  
•  Relies	
  on	
  the	
  planning	
  system	
  Metric-­‐FF	
  [9],	
  which	
  
itself	
  uses	
  the	
  FF	
  planner	
  [10].	
  

•  Other	
  planners	
  can	
  be	
  used	
  as	
  well.	
  
•  Output:	
  set	
  of	
  plans	
  and	
  verdict	
  about	
  success.	
  
•  PLAN4SEC	
  has	
  to	
  terminate	
  because	
  all	
  input	
  sets	
  are	
  
finite,	
  determining	
  the	
  number	
  of	
  itera,ons.	
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PLAN4SEC	
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PLAN4SEC	
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Running	
  Example	
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Running	
  Example	
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Running	
  Example	
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Running	
  Example	
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Running	
  Example	
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Running	
  Example	
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Running	
  Example	
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Running	
  Example	
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Running	
  Example	
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Running	
  Example	
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Running	
  Example	
  

70	
  

Metric-­‐FF	
  

JavaFF	
  
concre,za,on	
  

Tarot	
  2015,	
  Cádiz,	
  Spain	
  



Running	
  Example	
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Running	
  Example	
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Running	
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Running	
  Example	
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Running	
  Example	
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Vulnerability	
  Detec+on	
  -­‐	
  SQLI	
  

•  Expected	
  value	
  needed.	
  
•  Contains	
  informa,on	
  about	
  a	
  database	
  entry.	
  
•  If	
  the	
  informa,on	
  is	
  returned	
  when	
  parsing	
  the	
  
response	
  body	
  of	
  the	
  applicaton,	
  it	
  can	
  be	
  affirmed	
  
that	
  the	
  test	
  case	
  was	
  successful.	
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Vulnerability	
  Detec+on	
  -­‐	
  SQLI	
  

input:	
  x'	
  OR	
  'x'='x	
  ;	
  expected:	
  Brown	
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Vulnerability	
  Detec+on	
  -­‐	
  SQLI	
  

input:	
  x'	
  OR	
  'x'='x	
  ;	
  expected:	
  Brown	
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Vulnerability	
  Detec+on	
  -­‐	
  SQLI	
  

input:	
  x'	
  OR	
  'x'='x	
  ;	
  expected:	
  Brown	
  
	
  
	
  
	
  
	
  
	
  
	
   	
   	
   	
  >	
  Success!	
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Vulnerability	
  Detec+on	
  -­‐	
  XSS	
  
•  XSS	
  in	
  web	
  applica,ons	
  is	
  found	
  upon	
  un-­‐sani,zed	
  user	
  

inputs,	
  i.e.	
  if	
  a	
  submi|ed	
  script	
  is	
  processed	
  unfiltered	
  by	
  
an	
  applica,on.	
  

•  Harmful	
  content	
  is	
  sent	
  to	
  a	
  client	
  and	
  executed,	
  causing	
  
damage.	
  

•  Indicator	
  for	
  vulnerability	
  is	
  a	
  returned	
  HTML	
  element	
  in	
  
server’s	
  HTTP	
  response.	
  

•  In	
  reflected	
  XSS,	
  the	
  vulnerability	
  is	
  triggered	
  
immediately.	
  

•  In	
  stored	
  XSS,	
  the	
  input	
  is	
  stored	
  in	
  the	
  database,	
  which	
  
may	
  trigger	
  whenever	
  that	
  data	
  is	
  loaded.	
  

80	
  Tarot	
  2015,	
  Cádiz,	
  Spain	
  



Vulnerability	
  Detec+on	
  -­‐	
  XSS	
  

•  XSS-­‐cri,cal	
  HTML	
  elements	
  are	
  <script>,	
  <src>,	
  
<img>,	
  <iframe>	
  etc.	
  	
  

•  First,	
  the	
  number	
  of	
  already	
  exis,ng	
  cri,cal	
  HTML	
  
elements	
  in	
  the	
  website	
  is	
  counted.	
  

•  Then,	
  the	
  input	
  is	
  submi|ed	
  and	
  the	
  response	
  is	
  
parsed	
  in	
  search	
  for	
  unfiltered	
  HTML	
  elements.	
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Vulnerability	
  Detec+on	
  -­‐	
  XSS	
  

input:	
  <script>alert(document.cookie)</script>	
  
	
  	
  	
  	
  reflected	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  stored	
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Vulnerability	
  Detec+on	
  -­‐	
  XSS	
  

input:	
  <script>alert(document.cookie)</script>	
  
	
  	
  	
  	
  reflected	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  stored	
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Vulnerability	
  Detec+on	
  -­‐	
  XSS	
  

input:	
  <script>alert(document.cookie)</script>	
  
	
  	
  	
  	
  reflected	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  stored	
  	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  

	
   	
   	
   	
   	
   	
  >	
  Success!	
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Vulnerability	
  Detec+on	
  -­‐	
  XSS	
  

input:	
  <script>alert(document.cookie)</script>	
  
	
  	
  	
  	
  reflected	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  stored	
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Vulnerability	
  Detec+on	
  -­‐	
  XSS	
  

input:	
  <script>alert(document.cookie)</script>	
  
	
  	
  	
  	
  reflected	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  stored	
  	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  

	
   	
   	
   	
   	
   	
  >	
  Failure!	
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PURITY	
  

•  In	
  order	
  to	
  make	
  security	
  tes,ng	
  of	
  web	
  applica,ons	
  
easier,	
  we	
  propose	
  the	
  penetra,on	
  tes,ng	
  tool	
  
Planning-­‐based	
  secURITY	
  tes0ng	
  tool.	
  

•  Meant	
  for	
  tes,ng	
  for	
  SQLI	
  and	
  XSS.	
  
•  Manually	
  or	
  automated	
  tes,ng	
  (or	
  something	
  in-­‐
between).	
  

•  Easy	
  to	
  use	
  but	
  also	
  provides	
  high	
  configurability	
  and	
  
offers	
  extendibility.	
  

•  Encompasses	
  several	
  elements	
  that	
  interact	
  with	
  
each	
  other	
  as	
  well	
  as	
  with	
  the	
  user.	
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PURITY	
  

•  The	
  tester	
  can	
  interact	
  with	
  the	
  program	
  on	
  a	
  
minimum	
  scale,	
  i.e.	
  by	
  se�ng	
  only	
  the	
  ini,al	
  
configura,on	
  like	
  URL	
  address.	
  	
  

•  A	
  test	
  can	
  be	
  carried	
  out	
  completely	
  manually	
  by	
  
assigning	
  specific	
  values	
  to	
  selected	
  parts	
  of	
  the	
  
website.	
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PURITY	
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Key	
  components	
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Key	
  components	
  

•  All	
  interac,on	
  between	
  tester	
  and	
  PURITY	
  proceeds	
  
over	
  the	
  GUI.	
  

•  Implementa,on	
  handles	
  data	
  flow	
  between	
  
individual	
  components	
  and	
  tester.	
  

•  The	
  web	
  applica,on	
  is	
  accessed	
  either	
  over	
  the	
  
World	
  Wide	
  Web	
  or	
  locally	
  per	
  URL.	
  

•  The	
  communica,on	
  between	
  PURITY	
  and	
  SUT	
  is	
  
handled	
  dynamically	
  over	
  HTTP.	
  Here	
  the	
  a|ack	
  
vectors	
  are	
  submi|ed	
  and	
  the	
  response	
  is	
  parsed.	
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Key	
  components	
  

•  The	
  Web	
  crawler	
  browses	
  the	
  SUT	
  and	
  iden,fies	
  
hyperlinks	
  in	
  websites	
  that	
  are	
  connected	
  to	
  the	
  ini,al	
  
URL.	
  

•  Two	
  ini,al	
  test	
  sets,	
  one	
  with	
  SQL	
  injec,ons	
  and	
  the	
  
other	
  containing	
  XSS	
  vectors.	
  New	
  ones	
  can	
  be	
  obtained	
  
externally	
  by	
  a|aching	
  them	
  to	
  our	
  tool.	
  

•  The	
  planner	
  generates	
  abstract	
  test	
  cases	
  from	
  PDDL’s.	
  
•  The	
  test	
  case	
  generator	
  reads	
  the	
  abstract	
  ac,ons	
  and	
  

searches	
  for	
  their	
  concrete	
  counterpart	
  in	
  the	
  
implementa,on.	
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Key	
  components	
  

•  For	
  one	
  abstract	
  object	
  from	
  an	
  ac,on	
  we	
  can	
  apply	
  
a	
  dozen	
  of	
  concrete	
  a|ack	
  vectors.	
  

•  The	
  logger	
  collects	
  all	
  relevant	
  data	
  produced	
  during	
  
the	
  execu,on.	
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Modes	
  of	
  Use	
  
•  Completely	
  Automa.c:	
  Performs	
  the	
  execu,on	
  in	
  a	
  

completely	
  automated	
  manner.	
  Of	
  all	
  modes,	
  this	
  one	
  
covers	
  most	
  of	
  the	
  func,onality	
  of	
  PURITY.	
  

•  Partly	
  Automa.c:	
  Just	
  one	
  plan	
  is	
  generated.	
  The	
  tester	
  
can	
  make	
  experiments	
  by	
  dele,ng	
  and	
  adding	
  ac,ons	
  or	
  
changing	
  the	
  order	
  of	
  their	
  appearance.	
  Only	
  one	
  
execu,on	
  is	
  carried	
  out	
  per	
  a|ack	
  vector.	
  

•  Completely	
  Manual:	
  Test	
  a	
  single	
  website	
  by	
  manually	
  
wri,ng	
  values	
  for	
  all	
  its	
  user	
  input	
  fields.	
  

•  Partly	
  Manual:	
  Test	
  one	
  specific	
  element	
  against	
  a	
  list	
  of	
  
vectors	
  in	
  an	
  automated	
  manner.	
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Evalua+on	
  
•  2×3+1	
  tested	
  applica,ons.	
  
•  1/SQLI	
  and	
  1/XSS	
  inputs.	
  
•  Harmless	
  input:	
  detec,on	
  of	
  a	
  poten,ally	
  good	
  star,ng	
  
point	
  for	
  a|acks.	
  

•  19	
  ac,on	
  defini,ons	
  and	
  several	
  predicates	
  and	
  in,al	
  
values.	
  	
  

•  Changing	
  values:	
  ac,ve	
  state,	
  a|ack	
  type,	
  login	
  
informa,on	
  and	
  HTTP	
  methods.	
  

•  Higher	
  security	
  levels	
  have	
  more	
  sophis,cated	
  input	
  
filtering	
  mechanisms.	
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Evalua+on	
  

	
  
•  Third	
  security	
  level	
  remained	
  impervious.	
  
•  Be|er	
  filtering	
  mechanisms	
  for	
  stored	
  XSS.	
  
•  Acceptable	
  execu,on	
  ,me.	
  
•  Minor	
  individual	
  adapta,on:	
  URL	
  address,	
  expected	
  
value	
  for	
  SQLI.	
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Evalua+on	
  
•  Unchanged	
  domain	
  specifica,on:	
  same	
  number	
  of	
  
generated	
  plans	
  for	
  every	
  SUT.	
  

•  Higher	
  number	
  of	
  poten,al	
  combina,ons	
  of	
  different	
  
ini,al	
  parameters	
  causes	
  more	
  plans	
  but	
  also	
  more	
  
successful	
  tests.	
  

•  Size	
  of	
  plan	
  also	
  depends	
  on	
  number	
  of	
  ac,ons	
  and	
  
precondi,ons.	
  

•  Planning	
  takes	
  more	
  ,me	
  than	
  execu,on.	
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Conclusion	
  and	
  Future	
  Work	
  

•  Novel	
  approach	
  to	
  security	
  tes,ng	
  based	
  on	
  
planning.	
  

•  Formaliza,on	
  of	
  the	
  test	
  case	
  genera,on	
  problem	
  as	
  
a	
  planning	
  problem.	
  

•  Algorithm	
  for	
  security	
  tes,ng	
  of	
  web	
  applica,ons.	
  
•  Research	
  prototype:	
  PURITY	
  
•  The	
  tester	
  is	
  also	
  offered	
  the	
  possibility	
  to	
  execute	
  
the	
  tool	
  in	
  a	
  manual	
  manner.	
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Conclusion	
  and	
  Future	
  Work	
  

•  Further	
  improvements:	
  more	
  data	
  in	
  PDDL,	
  more	
  
user	
  configurability.	
  

•  Use	
  different	
  test	
  case	
  genera,on	
  techniques.	
  
•  The	
  execu,on	
  ,me	
  is	
  rela,vely	
  low.	
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THANK	
  YOU	
  FOR	
  YOUR	
  
ATTENTION!	
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